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About Tom Plunkett

 MS Information Systems, 2002​
 Certified Information Systems Security Professional (CISSP), 2007​
 EnCase Certified Forensic Examiner (EnCE), 2008​

 Adjunct Professor, MS Cyber Security Leadership, University of San Diego​
 Former Information Security Officer, County of Riverside, CA​
 Former Cyber Counterintelligence Officer, Los Alamos National Lab​
 Former CH46-E Helicopter Crew Chief, USMC
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Digital Forensics & eDiscovery experts
serving attorneys in all 50 states 

Business 
Litigation

Employment 
Law

Schools and 
Higher-Ed

Medical 
Malpractice

IP Theft Bankruptcy

• Cellphones

• Computers & Tablets

• External Hard Drives

• Smart Devices

• Emails & SMS

• Social Media Accounts

• Cloud Data

• Electronic Medical Records



AI – The Next 
Big Problem
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AI vs. Generative AI

• Trained to accomplish specific 
tasks, such as identifying images. 
Primary used to analyze data

Traditional 
AI:

• Focused on creating new 
content. This is the type that we 
have been seeing in the news. 

Generative 
AI:
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Generative AI
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ChatGPT

November 2022: Version 3.5
• Took the bar exam and failed. 

Finished in the 10th Percentile

March 2023: Version 4.0
• Took the bar exam and passed. 

Finished in the 90th Percentile
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The Exponential Bus
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The Exponential Bus

Distance Covered Elapsed Time (sec) Distance Speed (MPH) Seconds to impact
1 0.68 1000 1 681.8
2 1.02 999 2 340.6
3 1.19 998 4 170.1
4 1.28 997 8 85.0
5 1.32 996 16 42.4
6 1.34 995 32 21.2
7 1.35 994 64 10.6
8 1.36 993 128 5.3
9 1.36 992 256 2.6

10 1.36 991 512 1.3
11 1.36 990 1024 0.7
12 1.36 989 2048 0.3
13 1.36 988 4096 0.2
14 1.36 987 8192 0.1
15 1.36 986 16384 0.0
16 1.36 985 32768 0.0
17 1.36 984 65536 0.0
18 1.36 983 131072 0.0
19 1.36 982 262144 0.0
20 1.36 981 524288 0.0
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Legal Sector Generative AI Tools
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Ethical Duties

Lawyers must have a reasonable understanding of the 
capabilities and limitations of the specific generative AI 
technology that the lawyer might use. 

Competence

Must be careful about using tools that could result in 
disclosing client data

Confidentiality

Must make sure the AI tools product real results, and not 
create fake cases

Meritorious 
Claims

Must supervise the tools and the use of the tools by other 
staff

Supervisory 
Responsibilities
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So What Do We Do?

 “I’m not sure this is the crisis that it’s been painted as, and I’m not 
sure that Judges don’t have the tools already to deal with this.” – 
U.S. 2nd Circuit Court of Appeals Judge

 “I think we have adequate tools at the moment, but this may 
change as things develop.” – U.S. District Court Judge
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US Evidence Committee

 Committee Chair: Panels agrees litigants concerns that rules, as 
written, do not work for challenging deep fakes. 

 Judge Grimm Proposal:
 Proposed New Rule 901(c) to address “Deepfakes”
• 901(c): Potentially Fabricated or Altered Electronic Evidence. If a party 

challenging the authenticity of computer-generated or other electronic 
evidence demonstrates to the court that it is more likely than not either 
fabricated, or altered in whole or in part, the evidence is admissible only if the 
proponent demonstrates that its probative value outweighs its prejudicial 
effect on the party challenging the evidence.



15

State of Washington v. Puloka

 Defense wanted to introduce AI-Enhanced video
 State retained a forensics expert
 Expert testified about how the AI program altered the video, 

including:
• Increasing pixels 16x
• Added information not in the original file
• Altered shapes and colors in the video

 Judge excluded the use of the video



Images
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Deepfakes

Real or Fake? 
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Deepfakes

Real or Fake? 
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Authentication 

 FRE 901: To satisfy the requirement of authenticating or 
identifying an item of evidence, the proponent must produce 
evidence sufficient to support a finding that the item is what the 
proponent claims it is.

 Typical Question: Does the photograph fairly and accurately 
depict “X”? 

 Judge must determine if a reasonable juror could find the item is 
what the proponent claims it is. 
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Just Fun Features, right? 
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Image to Video
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The problems

 Editing photos is easier than ever 
 Detecting AI-generated pictures is difficult 
 Many AI tools do not have safeguards
 Our standard authentication rules do not work anymore 
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Where is the line? 

AI 
Enhancement? Digital Zoom? Computational 

Photography? 



Voice
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Authentication

FRE 901(b)(5)

• Opinion About a Voice. An opinion identifying a 
person’s voice — whether heard firsthand or 
through mechanical or electronic transmission or 
recording — based on hearing the voice at any 
time under circumstances that connect it with the 
alleged speaker.
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Speechify
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Real or AI? 

Sample 1 Sample 2 Sample 3 Sample 4



Handwriting
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FRE 901(b)(2)

• A nonexpert’s opinion that 
handwriting is genuine, 
based on a familiarity with 
it that was not acquired for 
the current litigation.

Nonexpert 
Opinion 
About 

Handwriting.
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Flux – AI Generated Handwriting
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Take it a step further



The Future
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Are you an AI? 



Ethical Duties?
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Model Rule 3.3

(a) A lawyer shall not knowingly:
• (1) make a false statement of fact or law to a tribunal or fail to correct a false 

statement of material fact or law previously made to the tribunal by the lawyer;
• (2) fail to disclose to the tribunal legal authority in the controlling jurisdiction 

known to the lawyer to be directly adverse to the position of the client and not 
disclosed by opposing counsel; or

• (3) offer evidence that the lawyer knows to be false. If a lawyer, the lawyer’s 
client, or a witness called by the lawyer, has offered material evidence and the 
lawyer comes to know of its falsity, the lawyer shall take reasonable remedial 
measures, including, if necessary, disclosure to the tribunal. A lawyer may 
refuse to offer evidence, other than the testimony of a defendant in a criminal 
matter, that the lawyer reasonably believes is false.



Detection
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Another Problem…



49

AI Detection Tools

 Expensive and requires experts
 Currently about 65% accurate
 Many are just a “black box” and have not been tested 
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Cellphone Forensics
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Cellphone Forensics
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Cellphone Forensics
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Cellphone Forensics
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Cellphone Forensics – Installed Apps 
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Other Sources

 Google Takeout: Chrome browser history
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Hope On the Horizon

 Google’s SynthID:

 However, only available to Vertex AI customers
 And only Google products use this watermarking
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Detection – Best Tips

 Get the native with metadata
 Look at browser history
 Get an expert
• Digital forensics expert to analyze cellphones/computers/tablets
• Media expert to analyze pictures, videos, and audio
• Some forensic software available that can help but requires an expert



Thomas Plunkett, EnCE, CISSP
Managing Director 
Digital Forensics & eDiscovery

tplunkett@archerhall.com
(855) 839-9084

We’d love to hear from 
you!
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