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About Tom Plunkett

= MS Information Systems, 2002
= Certified Information Systems Security Professional (CISSP), 2007
» EnCase Certified Forensic Examiner (EnCE), 2008

= Adjunct Professor, MS Cyber Security Leadership, University of San Diego
= Former Information Security Officer, County of Riverside, CA

» Former Cyber Counterintelligence Officer, Los Alamos National Lab

= Former CH46-E Helicopter Crew Chief, USMC




A-l ARCHERHALL Digital Forensics & eDiscovery experts
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Al — The Next
Big Problem




Al vs. Generative Al

2=\ ltile)arz| B * Trained to accomplish specific
Al:

tasks, such as identifying images.
Primary used to analyze data

: * Focused on creating new
Genz_a\tlve content. This is the type that we

have been seeing in the news.




Generative Al
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ChatGPT

November 2022: Version 3.5 March 2023: Version 4.0

 Took the bar exam and failed. * Took the bar exam and passed.
Finished in the 10t Percentile Finished in the 90" Percentile




The Exponential Bus
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The Exponential Bus

Bus Speed
Distance Covered g Elapsed Time (sec) g Distance g Speed (MPH) g Seconds to impact
1 0.68 1000 1 681.8
2" 1.02 999 2 340.6
3" 1.19 998 4 170.1
4 1.28 997 8 85.0
r 500000
5 1.32 996 16 42.4
6 1.34 995 32 21.2
7" 1.35 994 64 10.6
8" 1.36 993 128 5.3 400000
9" 1.36 992 256 2.6
107 1.36 991 512 13
117 1.36 990 1024 0.7
12" 1.36 989 2048 0.3
13" 1.36 088 4096 0.2
14" 1.36 987 8192 0.1 o
15" 1.36 986 16384 0.0 200000
16" 1.36 985 32768 0.0
17" 1.36 984 65536 0.0
18" 1.36 983 131072 0.0 100000
19" 1.36 982 262144 0.0
20" 1.36 981 524288 0.0
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ARC-AGIV Semi—Private vl Scrores Over Time
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Legal Sector Generative Al Tools
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Ethical Duties

Lawyers must have a reasonable understanding of the
@fe]1g]0l=](=p[ef=M capabilities and limitations of the specific generative Al
technology that the lawyer might use.

@%e]plile[TaliE= 11 Must be careful about using tools that could result in
disclosing client data

Must make sure the Al tools product real results, and not
= create fake cases

Supervisory

e avegt Must supervise the tools and the use of the tools by other
Responsibilities e
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So What Do We Do?

= “I'm not sure this is the crisis that it's been painted as, and I'm not
sure that Judges don’t have the tools already to deal with this.” -
U.S. 2"d Circuit Court of Appeals Judge

= “l think we have adequate tools at the moment, but this may
change as things develop.” - U.S. District Court Judge




e
US Evidence Committee

- Committee Chair: Panels agrees litigants concerns that rules, as
written, do not work for challenging deep fakes.

= Judge Grimm Proposal:

« Proposed New Rule 901(c) to address “Deepfakes”

- 901(c): Potentially Fabricated or Altered Electronic Evidence. If a party
challenging the authenticity of computer-generated or other electronic
evidence demonstrates to the court that it is more likely than not either
fabricated, or altered in whole or in part, the evidence is admissible only if the
proponent demonstrates that its probative value outweighs its prejudicial
effect on the party challenging the evidence.




e
State of Washington v. Puloka

= Defense wanted to introduce Al-Enhanced video
= State retained a forensics expert

= Expert testified about how the Al program altered the video,
including:
- Increasing pixels 16x
- Added information not in the original file

- Altered shapes and colors in the video
» Judge excluded the use of the video
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Deepfakes

Real or Fake??
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Deepfakes

Real or Fake??
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e
Authentication

= FRE 901: To satisfy the requirement of authenticating or
identifying an item of evidence, the proponent must produce
evidence sufficient to support a finding that the item is what the
proponent claims it is.

= Typical Question: Does the photograph fairly and accurately
depict “X"?

= Judge must determine if a reasonable juror could find the item is
what the proponent claims it is.
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e
The problems

= Editing photos is easier than ever

= Detecting Al-generated pictures is difficult

= Many Al tools do not have safeguards

= Our standard authentication rules do not work anymore




e
Where is the line?

Al
Enhancement?

Computational
Photography?

Digital Zoom?




Voice




Authentication

FRE 901(b)(5)

* Opinion About a Voice. An opinion identifying a
person’s voice — whether heard firsthand or
through mechanical or electronic transmission or
recording — based on hearing the voice at any
time under circumstances that connect it with the

alleged speaker.







llElevenLabs AIAUDIO v  SOLUTIONS v APl PRICING COMPANY v

%) VOICE CLONING

Create a replica of your voice that sounds
just like you

Automate video voiceovers, ad reads, podcasts, and more, in your own voice

PRO VOICE CLONING INSTANT VOICE CLONING TRY A SAMPLE

Starter

$5

For hobbyists creating projects with Al
audio.

Subscribe

30,000 credits per month (~30
min audio)

Everything in free, plus

Clone your voice with as little
as 1 minute of audio

Access to the Dubbing Studio
for more control over
translation & timing

License to use ElevenlLabs far
commercial use

33




Speechify

Professional

For professionals and teams

$32.08

How Voice Cloning Works
Speak. Record. Done.

Voice cloning with Speechify simplifies complex speech Everything in Basic
synthesis. Simply speak into your laptop for 30 seconds, ~ Al Avatars

press record, and that’s it!

~ Woice Cloning

Try it. Create Your Al Voice for Free /100 hours of voice generation per

user/year
~/ 36 hours of Dubbing per user/year

«/ 100 hours Video and Audio
Transcription

~ 1hour of Al Avatar Video/year

34



Real or Al?

Sample 1 Sample 2 Sample 3 Sample 4
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Handwriting

IIIIIII




S
FRE 901(b)(2)

* A nonexpert's opinion that
handwriting is genuine,
based on a familiarity with
About it that was not acquired for
the current litigation.

Nonexpert
Opinion

Handwriting.




Flux — Al Generated Handwriting
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Take it a step further
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The Future
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Are you an Al?

Td gt
LRRRyes e n‘}.}'??
Gimpy-r
U5
PRI A R TR
Ticketmaster Google HDIIEIH}' Inn
\p, 2P || myeo

BotCheck Megaupload

<8B3 .
Llnkﬂdl]‘l C rypto blaph

O\ ) S v %n.m-*‘l
O g,m =
Baidu 3D CAPTCHA STE3D-CAP DevaCAPTCHA.
L a— {
~Gurmukh Arabic CAPTCHA BotDetect TeaBag ?‘;‘PTCHA Super CAPTCHA

CAPTCHA
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Ethical Duties?




Model Rule 3.3

(1) make a false statement of fact or law to a tribunal or fail to correct a false
statement of material fact or law previously made to the tribunal by the lawyer;

(2) fail to disclose to the tribunal legal authority in the controlling jurisdiction
known to the lawyer to be directly adverse to the position of the client and not
disclosed by opposing counsel; or

(3) offer evidence that the lawyer knows to be false. If a lawyer, the lawyer’s
client, or a witness called by the lawyer, has offered material evidence and the
lawyer comes to know of its falsity, the lawyer shall take reasonable remedial
measures, including, if necessary, disclosure to the tribunal. A lawyer may
refuse to offer evidence, other than the testimony of a defendant in a criminal
matter, that the lawyer reasonably believes is false.
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Detection
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ExposureTime
FRumber
ExposureProgram
150

ExifVersion
DateTimeCriginal
CreateDate
OffsetTime
OffsetTimeOriginal
OffsetTimeDigitized

ComponentsConfiguratior

ShutterSpeedValue
ApertureValue
ErightnessValue

ExposureCompensation

MaxApertureValue
SubjectDistance
MeteringMode

Flash

Focallength
SubSecTime
SubSecTimeOrniginal
SubSecTimeDigitized

FlashpixVersion

---- BExiflFD ----
1/24

1.7

Program AE

149

0232

2024:09:08 13:43:20
2024:09:08 13:43:20
-07:00

-07:00

-07:00

Y, Ch, Cr, -

1/24

1.7

0.51

0

1.7

0.824 m

Center-weighted average

Off, Did not fire
£.9 mm

49

549

49

0100

LensModel
LensMake

150
ExposureProgram
Compositelmage
FMurmber
ExposureTime
SensingMethod
SubSecTimeDigitized
OffsetTimeDigitized
SubSecTimeCriginal
OffsetTimeCriginal
SubSecTime
OffsetTime
SubjectDistanceRange
Sharpness
Focallength

Flash

Saturation

Contrast
MeteringMode
SceneCaptureType
SubjectDistance

FocalLlengthln33mmForm: 49 mm

---- ExiflFD ----

Pixel 8 back camera 6.9mm f/1.68
Google

149

Program AE

Composite Image Captured While She
1.7

1724

One-chip color area

549

-07:00

549

-07:00

349

-07:00

Macro

MNormal

6.9 mm

Off, Did not fire

MNormal

Morrmal

Center-weighted average
Standard

0.824
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Make
Model
Orientation
XResolution

YResolution

ResclutionUnit
Software
ModifyDate
YChCrPositioning

---- IFDO ----

Google

Pixel 8

Horizontal (normal)
712

712

inches

HDR+ 1.0.641377693zd
2024:009:08 13:43:20

Centered

ImageWidth
ImageHeight
Resolutionlnit
Make

Model

Software
ModifyDate
Orientation
YCbCrPositioning
XResolution

YResolution

-- IFDO ----
4080
3072
inches
Google
Pixel 8
Google
2024:0%:08 13:51:21
Horizontal (normal)
Centered
T2
T2
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TS
Another Problem...

8| Photos-Al removal jpg Properties

General Security Details  Previous Versions

Property

Harizontal resclution
‘Vartical resolution
Bit depth
Compression
Resolution unit
Color representation
Compressed bits/pixel
Camera

Camera maker
Camera model
F-stop

Exposure time

150 speed
Exposure bias

Focal length

Max aperiure
Metering mode
Subject distance
Flash mode

Flash eneray

Value

72 dpi
72 dpi
24

sRGE

Google

Pixel 8

1.7

1/24 zec.

1S0-149

0 step

7 mm

15

Center Weighted Average
824 mrn

Mo flash, compulsory

Remove Properties and Personal Information

OK Cancel

hod

Remowve Properties

Some of these properties might contain personal information,

What personal information might be in a file?

(") Create a copy with all possible properties remaoved
© Remoave the following properties from this file:

Property Value
Description

B Title

B subject

ﬂ Rating

8 Tags

H Comments
Origin

B suthiors

B Date taken

B3 Program name Google

B3 Date acquired

B Copyright

Image

Ok

9/8/2024 1:43 PM

Select All

Cancel

Make

Maodel
LensModel
ExposureTime
FNumber

150
FocalLlength
Flash#
Crentation®
DateTimeCriginal
CreateDate
Artist™
Copyright
Software
Geotagged?

EXIF

Pixel & back camera 6.9mm f/1.68
1724
1.7

2.9 mm

Harizontal (normal)

*N G*
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e
Al Detection Tools

= Expensive and requires experts
= Currently about 65% accurate
- Many are just a “black box” and have not been tested




e
Cellphone Forensics

Name: VoicesAl_Squarepants_Oh_no_|_forgot_the_K_09
2913_10092024.mp3

Type: Audio

Size (bytes): 30929

Path: iIPhone/mobile/Containers/Data/Application/

com.leonfiedler.voiceai/Documents/
VoicesAl_Squarepants_Oh_no_|_forgot_the_K_09
2913_10092024.mp3

Created: 9/10/2024 9:29:01 AM(UTC-7)

Accessed: 9/10/2024 9:29:01 AM(UTC-7)

Modified: 9/10/2024 9:29:01 AM(UTC-7)

50




e
Cellphone Forensics

Name: VoicesAl_Squarepants_Oh_no_|_forgot_the_K_09
2913_10092024.mp3

Type: Audio

Size (bytes): 30929

Path: iIPhone/mobile/Containers/Data/Application/

com.leonfiedler.voiceai/Documents/
VoicesAl_Squarepants_Oh_no_|_forgot_the_K_09

Created: 9/10/2024 9:29:01 AM(UTC-7) |

Accessed: 9/10/2024 9:29:01 AM(UTC-7)

Modified: 9/10/2024 9:29:01 AM(UTC-7)
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e
Cellphone Forensics

T Last Visited ¥ | Title v

9/10/2024 9:09:18 AM(UTC-7)  ChatGPT
9/10/2024 9:10:28 AM(UTC-7)  ChatGPT
9/10/2024 9:10:28 AM(UTC-7)  ChatGPT
9/10/2024 9:11:01 AM(UTC-7)  ChatGPT
9/10/2024 9:11:06 AM(UTC-7)  ElevenlLabs: Free Text to Speech & Al Voice...
9/10/2024 9:11:07 AM(UTC-7)  ElevenlLabs: Free Text to Speech & Al Voice...

9/10/2024 9:11:07 AM(UTC-7)  ElevenLabs: Free Text to Speech & Al Voice...
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Cellphone Forensics

T Last Visited v | Title v » Web History Goto ~

9/10/2024 9:09:18 AM (UTC-?) ChatGPT Title: ElevenLabs: Free Text to Speech & Al

Voice Generator | ElevenLabs

Last Visited: 9/10/2024 9:11:07 AM(UTC-7)
9/10/2024 9:10:28 AM(UTC-7)  ChatGPT URL: httos://elevenlabs.io

Visits: 2

9/10/2024 9:10:28 AM(UTC-7)  ChatGPT
9/10/2024 9:11:01 AM(UTC-7)  ChatGPT
9/10/2024 9:11:06 AM(UTC-7)  ElevenlLabs: Free Text to Speech & Al Voice...

9/10/2024 9:11:07 AM(UTC-7)  ElevenLabs: Free Text to Speech & Al Voice...

9/10/2024 9:11:07 AM(UTC-7)  ElevenlLabs: Free Text to Speech & Al Voice...
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e
Cellphone Forensics — Installed Apps

» Installed Application

Name:

Version:
Operation Mode:
Description:
Identifier:

Application 1D:

ChatGPT

Foreground

com.openai.chat

9A82F1A0-8B06-410E-BAO4-
AB2DA26901B8

» Installed Application

» Installed Application

Name: VoiceAl

Version:

Operation Mode: Foreground

Description:

Identifier: com.neutronlabs.voiceai.VoiceAl
Application ID: A97EE769-DE1A-452E-9079-

BFFB73E02DCE

» Installed Application

» Installed Application

Name: Al Voice Clone

Version:

Operation Mode: Foreground

Description:

Identifier: com.bloodhound.Eleven-Labs

Application ID: 093EE2A9-E051-4B6E-8AAA-
DDE640C8C27E

Name: Character.Al Name: Al Chat

Version: Version:

Operation Mode: Foreground Operation Mode: Foreground

Description: Description:

Identifier: ai.character.app Identifier: com.tappz.aichat

Application ID: S50F9FRO2-AFSF-4827- Application ID: 579D9153-96C3-4EA6-93B6-9B4B22ECBS

A9D2-4DEBFB9961FA

61
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TS
Other Sources

Chrome content options

= Google Takeout: Chrome browser history

Choose specific Chrome data for your export
Deselect all

Addresses and more

< (Google Takeout Bookmarks
Device Information
1 Select data to include 57 of 58 selected
Dictionary
Extensions
Chrome
Bookmarks, history, and other settings from Chrome. More info History
B Multiple formats = All Chrome data included 05 Settings
Reading List
Settings

Cancel oK

55




e
Hope On the Horizon

= Google's SynthiD:

SynthliD and
by embedding
digital watermarks directly into Al-
generated images, audio, text or video.

= However, only available to Vertex Al customers
= And only Google products use this watermarking




T
Detection — Best Tips

= Get the native with metadata
= Look at browser history

= Get an expert
- Digital forensics expert to analyze cellphones/computers/tablets
- Media expert to analyze pictures, videos, and audio

- Some forensic software available that can help but requires an expert




We'd love to hear from
you!

Thomas Plunkett, EnCE, CISSP
Managing Director
Digital Forensics & eDiscovery

tplunkett@archerhall.com
(855) 839-9084

ARCHERHALL

AIM HIGH
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